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Fig. 1 Schematic diagram of chaotic switching encryption for speech
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Fig.2 Chaotic switching encryption (a) source signal

(b)encrypted speech (c)decrypted speech (d) decryption error
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SPEECH ENCRYPTION BASED ON CHAOTIC
SWITCHING SCHEME "

Lin Caixia Hao Jianhong

(School of Electric and Electronic Engineering, North China Eleciric Power University , Bejjing 102206, China)

Abstract In view of the real-time property of speech,and based on the advantages and disadvantages of chaos
masking, chaos modulation in speech encryption,a new kind of scheme for chaos switching encryption was con-
structed to encrypt speech effectively. The computational approaches realized the encryption of speech, and the
results verified the feasibility of the scheme. Meanwhile, the encryption and decryption affections, anti-attacking,

synchronization time and cryptosystem security were analyzed and compared.

Key words Qi chaos system, chaotic additives encryption, chaotic multiplicative encryption, chaotic
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